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Background 2

➢ Access developer for almost 30 years starting with Access 97
➢ MVP 2022 onwards
➢ Many years teaching in secondary schools including responsibility for data analysis
➢   Owner of Mendip Data Systems: info@mendipdatasystems.co.uk

❖ originally created to distribute commercial Access apps for schools
❖ over time, broader focus to creating apps for businesses & developers 

➢ Website:  https://isladogs.co.uk
❖ Access articles, example apps, sample code and security challenges
❖ commercial applications for schools, businesses and developers

➢ YouTube channel: https://www.youtube.com/@IsladogsOnAccess
➢ Regular contributor to many forums - user name: isladogs
➢ Active member of the AccessForever.org blog team
➢ President of Europe chapter for AccessUserGroups.org
➢ Focus on stretching the boundaries of what can be achieved using Access
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Improve Database Security

➢ Access databases can NEVER be made 100% secure

➢ A capable and determined hacker can break any Access database given 

sufficient time and motivation.

➢ By erecting various barriers, the process can be made so difficult and time 

consuming that it isn't normally worth attempting.

➢ Action needed depends on what/who you are trying to protect against

➢ Authorised users who don’t know what they are doing (id-10-ts)

➢ Authorised users trying to investigate how your app works (meddlers)

➢ Any users trying to steal your code (plagiarisers)

➢ Unauthorised users trying to steal your data (hackers)
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Cyber Security 4

➢ A security system for an ideal world?
❖  Marks & Spencer 
❖  Jaguar Land Rover

➢ What is often the reality?
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Passwords 5
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Security Methods 6
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Security Systems 7
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Obfuscate, Confuse . . . And Depress 8

➢ Enough with the cartoons already . . .
➢ Time for some real advice!
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Improve Security – Basic Steps

➢ Split your database and encrypt both FE & BE with password

➢ This prevents data / code being viewed using a text / hex editor
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Improve Security – Basic Steps

➢ Do NOT use MDB / MDE files – NOT secure even with password
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Improve Security – Basic Steps

➢ Use long, strong password for BE encryption (think Andrex puppy!)
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➢ Do NOT supply the BE password to end users nor store it in the BE / FE
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Improve Security – Backend (Basic Steps)

➢ Backend ACCDB file:

❖ Hide all tables – can ‘deep hide’ so NEVER appear in navigation pane

❖ Hide navigation pane 

❖ Disable various Access options e.g.

o Display Status Bar / Use Access special keys

o Allow full menus / Allow default shortcut menus

❖ Remove Privacy Options from the File menu (OR hide the ribbon)

❖ Use strong password for BE encryption 

❖ No purpose in using ACCDE if it only contains tables

➢  Use Server based BE e.g. SQL Server for mission critical data
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Improve Security – Frontend (Basic Steps)

➢ Do all steps as for BE:

❖ disable various options / no ribbon / no nav pane / disable shift bypass

➢ ALWAYS use ACCDE file (possibly renamed as ACCDR)

➢ Use different encryption password to BE

➢ Can apply VBA project password 

❖ Easily bypassed – do NOT rely on VBA password alone

➢ User login / password (e.g. for applying security access levels)

➢ Use Active Directory if possible

➢ If user passwords stored in DB, strongly encrypt / hash (e.g. SHA 256)

▪ https://emn178.github.io/online-tools/sha256.html

➢ NEVER store encryption ciphers or decryption code in the DB
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Improve Security – WARNING

➢ Knowledgeable users can do ALL the following (and more) from an 

external app such as Excel / another Access database

❖ Re-enable the shift bypass

❖ View BE table locations & connection strings including passwords

❖ Remove / replace BE passwords

❖ Bypass the VBA password

❖ Change / bypass the startup form and/or autoexec macro
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Improve Security – VBE

➢ Functions, constants & procedures ARE accessible in encrypted ACCDE 

➢ Read function names / arguments from VBE

❖ Run procedures from immediate pane
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Improve Security – Further Options
➢ Code sign project so it is ALWAYS trusted. Ensure Trusted Publisher (DEMO)

➢ Prevent users having direct access to the folders containing BE files

➢ Obfuscate module / procedure names in FE (even when encrypted)

 OR (better) use Option Private Module to make code fully secure in an ACCDE

➢ Add selected registry keys / values during installation

 Check values at startup. If changed / removed, FE closes automatically

➢ Use activation type code to lock the app to a specific workstation

➢ Hide taskbar whilst app in use (restore it when app closed)

➢ Encrypt data using reversible 128-bit encryption e.g. RC4
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Secure Your Database - BEFORE 17

Full menus / nav pane / ribbon / Access options File (Backstage) menu Quick Access Toolbar (QAT)

Icon

Description automatically generated

Unlocked & Signed Open from Explorer
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Secure Your Database - AFTER 18

Icon

Description automatically generated

Empty Backstage menu QAT disabled Locked down – no ribbon / nav pane / shift bypass disabled

Icon

Description automatically generated

Empty File menu; no QAT Locked; no ribbon

➢ https://www.isladogs.co.uk/improve-security-2/
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Security Challenges

➢ Access databases are only as secure as the weakest aspect 

of their security

➢ Think like a hacker to protect your apps

➢ Test your security knowledge and hacking skills with a 

series of ‘fun’ challenges

➢ https://www.isladogs.co.uk/security-challenges/

➢ All challenges are solvable (but some will be tricky!)
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Encrypt No Strings Database

➢ https://isladogs.co.uk/encrypted-split-no-strings/
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Icon

Description automatically generated

Open from ExplorerOpen from PowerPoint
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Encrypt No Strings Database
➢ Split database with:

❖ ACCDE FE and ACCDB BE (both password encrypted)

❖ No linked tables

❖ No connection strings

❖ Data protected using an RC4 encryption cipher and hashed

➢ Challenge:
❖ What is the BE password?

❖ What is the encryption key?

❖ Export the BE data to an external application such as Excel

➢ Reward (for the first VBA solution):
❖ Free licence for my Database Analyzer Pro app (worth £199)

➢ https://isladogs.co.uk/encrypted-split-no-strings/
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What else? 22

➢  What did I leave out? (due to time constraints)
❖ Limit impact if shift bypass re-enabled 

❖ Block external access using automation (GetObject)

❖ VBA Project signing / Command Line Signing / Timestamp / Certificate Store

❖ Trusted location / Trusted Publisher

❖ Compare encryption methods e.g. SHA1, SHA256, RC4

❖ Using disconnected ADO recordsets (forms only)

❖ Apply security using database properties in code

❖ Block imported autoexec macro / UserControl setting

❖ Hide Sensitive Data / Protect Data in Tables and Queries

❖ Lock Down Database Objects

❖ Bypass VBA password

➢  Questions?
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Links 23

➢  Website articles:   
❖ Compare Access File Security : MDB/MDE vs ACCDB/ACCDE

❖ Improve Security in Access Databases

❖ Purpose of System Tables

❖ Security Challenges

❖ Adding Security to Access Databases - A Wish List

❖ Using the new VBA Project Signing feature

❖ Linked Table Passwords Exposed

❖ Maximum Password Length in Access Files

❖ Manage the Shift Bypass Property

❖ Disable Design View in ACCDB Files

❖ Hide Sensitive Data

❖ Protect Data in Tables and Queries

❖ Lock Down Database Objects
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