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Background

Access developer for almost 30 years starting with Access 97
MVP 2022 onwards

Many years teaching in secondary schools including responsibility for data analysis
Owner of Mendip Data Systems: info@mendipdatasystems.co.uk

/

%+ originally created to distribute commercial Access apps for schools

** over time, broader focus to creating apps for businesses & developers
Website: https://isladogs.co.uk

/

** Access articles, example apps, sample code and security challenges
** commercial applications for schools, businesses and developers
YouTube channel: https://www.youtube.com/@IsladogsOnAccess
Regular contributor to many forums - user name: isladogs

Active member of the AccessForever.org blog team

President of Europe chapter for AccessUserGroups.org

Focus on stretching the boundaries of what can be achieved using Access
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Improve Database Security

A\

Access databases can NEVER be made 100% secure

A\

A capable and determined hacker can break any Access database given
sufficient time and motivation.

» By erecting various barriers, the process can be made so difficult and time
consuming that it isn't normally worth attempting.

» Action needed depends on what/who you are trying to protect against
» Authorised users who don’t know what they are doing (id-10-ts)
» Authorised users trying to investigate how your app works (meddlers)
» Any users trying to steal your code (plagiarisers)
>

Unauthorised users trying to steal your data (hackers)
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Cyber Security

» A security system for an ideal world? () s
» Marks & Spencer S
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» What is often the reality?
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Passwords

Copyright ©2012 R.J. Romero.

pyright ©2013 R.J. Romero. ' : . R .
"Oh, that's for security. We all keep The sticky "01'?? Oh, to save fime
our user name and password on a and hassle, we just all use the same
sticky note hidden where it's safe.” user name and password.”
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Security Methods
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Copyright © 2010 R.J. Romero.

"It's our new security software. That's what
happens if the system detects unauthorized
access to patient records.”

Colin Riddington
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Security Systems

7/ YOUR SQCURITY X7
SySTem WORKS
Too WelL!
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To be or not to be? That is the security question?

Colin Riddington endip Data : https://isladogs.co.uk



https://isladogs.co.uk/
https://isladogs.co.uk/

Obfuscate, Confuse ... And Depress

PerigeeCopy Options >

PerigeeCopy v1.6 (C) 2004-2010 by Jeremy Stanley
Archive Bit (applies to copy jobs only)
[] only copy filesffolders with the archive bit set

Overwrite
() Always overwrite
() Never overwrite
() overwrite if newer

[]clear archive bit in source file after copying

Read-Only Bit
Overwrite/delete read-only files

(") Make a unique name
(®) Prompt

() Postpane [Jclear read-only bit in copy

[I5how what I'm about to do (move, copy, delete, or recyde) before I do it

Prompt for confirmation when deleting filles (only once; does not prompt for system files, etc.)
Use the Recyde Bin when deleting files (applies to cross-volume move source as well)

[ skip files/directories on errors (you will be given a list and prompted to retry at the end of the job)
[JUse PerigeeCopy by default for file operations

[Jwvait for an existing PerigeeCopy job to finish before starting another

[]pen't waste time adding up total bytes to copy and get straight to work {no overall progress bar)

Cancel

Options 2] %]
Track channe< I I leer Tnformatinn I armnatihili I File 1 aratir
7l Hidden Settings | 2] %]
o Manufacturers’ default settings {Not to be edited) .
[ Endurance options
[ W crashevery |2 i” Hours j
I crash after ISDDD bytes of un-saved changes
I
r Save options
k [V Create incredibly large Files
[ [ Allow me ta carry on typing during AutoRecovery saves
I AutoRecovery saves take ] Bloody ages vI
o
k Other options
K [ Piss me off by applying the same stupid default attributes to
Y every table, picture and object [ insert
¥ Annoy me with that sodding paper clip
= " constantly
(= when I least expect it
T Cancel | Reset l
e

.3 Dearw orld.doc - Microzoft Word

| Ele Edit Miew Inset Fomat Tools Table Wndow Help
U W RT3

Office Assistant can help you write
your suicide note, First, tell us how
yau plan to kil yourself,

@ Pils ® Jump ® Pastry

® Tips ® Opticrs | (@ Closs

Dear World,

L fmid

T Eashs

» Enough with the cartoons
> Time for some real advice!

Colin Riddington

already . ..
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Improve Security — Basic Steps

» Split your database and encrypt both FE & BE with password

» This prevents data / code being viewed using a text / hex editor

ACCDB FE file Password protected ACCDB FE file
) FEaccdb [# FE-PWD.accdb i) FE- PWD.accde ] FE- PWD.mdb 3] FE- PWD.mde |i] FE.accdb
Offset(h) 0O O1 02 O3 04 05 O6 07 08 09 DA OB OC OD OE OF Offset k) 00 O1 02 03 0% O5 O 07 08 03 DL OB OC 0D QE OF
00011070 2¢ ES 40 31 04 76 29 F5 2C ES 40 00 00 00 00 54 ,a&afl.w)&,a@....T 00011050 ©F i¢ 91 D9 ©C 35 2E A5 42 C6 EO OC 23 AE 5E B8 .. UIS.¥BEA.#@",
00011080 00 61 00 62 00 &C OO0 65 OO0 31 00 2% 00 00 40 00 .a.b.l.e.1.°..@. 00011060 DC A& ED 07 A3 F4 70 2B F3 20 EB 8B 24 ED FB OB 1U2i.gép+d £¢jid.
00011090 63 00 00 00 00 00 00 19 00 00 11 00 0% 00 00 80 Heveerwnwervnn.. £ 00011070 10 O& E5 2E BT F4 6B 77 DC 28 5C 24 DB F1 D8 6F ..&. -Scwljesliice
000110A0 01 00 OO0 OF 06 00 A5 ES 21 28 F5 2C ES 40 ES 69 ...... Cel s, AREL BEPiiEs8 BE 5A 7B 51 €4 B4 66 EL 3& FO F3 15 95 86 BD 56 WAlGA' I*moc. BN o P
000110B0 23 28 F5 2C ES 40 00 00 20 00 54 00 61 00 &2 00 #i8,&0.. .T.a.h. B0011050 53 40 CS5 P& 51 80 D3 23 70 51 EZ 89 A7 OC BB 1D S@ReQSOf#p'&°S.&.
00011000 6C OO0 65 0D 31 00 5D 14 88 00 OO0 40 OO0 68 00 00 l.e.1.].°..E.h gggﬂggg gi g? Eg ig E? gi :E ;2 gi iﬁ gg gg ;2 ;g ;;‘ sz: ggeg""?f“égm'
JBH it Tu &
gggiggg 10-1? gg ig 22 213 22 22 22 gg 22 22 gg gg gg 22 2§ f,'ﬁé"i'g"':éﬁﬁl 000110C0 2& ED 13 FO 6 ES 1C D6 47 49 80 EF 02 07 39 C5  *i.83&.0GI€i..ol
¥h CEESSRL DOD110D0 EL FA ES SB 71 08 95 22 CC B2 OB 93 D2 21 01 59 #Gécg.="i=.*d1.7 _“
000110F0 64 69 6E 73 64 61 6C 65 3B 54 00 51 00 62 00 6C dinsdale;T.a.b.l SE51i5EG 34 46 56 B9 B9 4 74 5i 46 BE 7E £5 76 7B B iF  SLUweNcOESuecpd’
00011100 00 65 00 %1 00 31 07 00 40 00 6E 00 00 00 00 00 .e.l.l..@.m..... DO0L10F0 OC 40 BC 11 7E 22 €7 24 50 52 F7 76 05 58 61 93  .B@E.~"C§aRsxE=s®
aofTiIao. nn nTm oA mnonn nmonn amoan Smoan onoan omoan rme s s 00011100 4F 08 FD DO 70 82 17 F2 95 BB 24 2C Bl 52 F5 22 0.$D}, .0=n®, £RE"
i 00011110 ED 6C 92 BD 22 CF 84 22 CO 84 CE 50 14 56 37 CE il nwidej~ip y7i
ACCDE FE file
Password protected ACCDE FE file
G| FEaccdb &) FEaccde
i re- ) FE-PWDaccde [ FE-PWD.mdb ] FE-PWD.mde () FEaccdb i FE.
Offset(h) 00 01 02 03 04 OS5 0 07 OS5 09 0L OF OC OD OF OF i) FE-PWD.accdh ) acede B FE- PWD.mdb  54] FE-PWD.mde [ FEaccdb ] FEaccde
000110B0 23 28 FS 2C ES 40 00 00 20 00 54 00 61 00 &2 00 #(5,48.. .T.a.b. offset (h) 00 01 0Z 03 04 05 06 07 08 08 DA OB OC OD OE OF
000110C0  6C OO 65 00 31 00 €0 A6 §5 00 00 40 00 63 00 00 l.e.l.h!"..R.c.. 00011040 95 SC D7 53 BA 14 B6 1C B7 46 FB 83 OC D& 6C 17 +@+¥*.q. -Fasiel.
00011000 00 00 OO 00 1S 00 00 80 00 00 00 00 00 00 00 00  ..wu... € ... DOD110BO CC OF 8E BE 7B B4 56 10 35 46 20 CB AP 84 CE 30 I.ET{ t.8F ExSlo
OO0110E0 FF FE 4D 53 20 41 63 63 65 73 73 3B 50 57 44 3D +hMS heocess;PUD= 000110C0 74 O 7B E4 1D 33 98 DS FO 2D 15 D8 FD E4 AF 58 f;{ﬁ-3f0‘f5l—-?£ ﬁ
DOD110F0 64 63 SE 73 64 61 6C 65 3B 54 PO 61 00 62 00 6C dinsdale;Tia.hb.1 90001000 20 S4 29 1B & AT €O Ab 4D 20 90 €1 DE 30 2B 00 5. L HEN0L o Can'tfind "PWD
00011100 00 65 00 31 00 31 07 OO0 40 00 62 00 00 OO0 OO0 OO0 e 1.1 @ iy OOD110ED 1E 18 17 D4 85 EA CE SE 56 34 7D A0 E® E3 BB C3 Lo DLETEVEY AR
. " - Tttt 0OD110FD 8D B9 3D 24 89 50 11 ED 0D AB 47 39 BOD C& F9 0OAL Li=fuP.i.GRYED.
00011110 00 77 00 77 00 77 00 6B 00 6B 00 6B 00 6B 00 S5F .w.w.w.h.d K.k 00011100 25 OD C4 65 FC 4C 4F 71 18 84 31 25 E3 0C 25 77 %, AhiLNg..1%4.%%
0oo111z0 00 3 OO ZE 00 2C OO0 20 OO0 OB OO0 FF 47 00 11 00 .:...,. ...¥G... 00011110 43 B7 21 18 3¢ 4D BB 68 C2 €S 68 E5 53 14 OF 54 C-!.«<M-hiEnds..Z
00011130 61 00 OO 00 O1 OO0 OO0 OF 01 00 C5 77 3B CB 32 8B &evven.nn. AwrEze 000131120 8% BO 21 8F FO E6 0D 5F F9 15 1h 6F 78 68 32 4C F°!.&=. 4..oxhil
00011140 E3 40 FD 7D 3B ©8 32 SF E3 40 OA 00 02 S0 4D 00 &B¢::Ez<&R...EM. 00011130 DO 18 03 26 85 06 16 BS 43 31 57 F6 09 Lk D3 SF D..&...uClWa. G
nomni1i16n 2 NN =29 nn 23 NN 872 NN 582 nn 44 nn 50 nn 582 0N = o= WS PR ooo11140 3E 3E EC 5B 7E 5A& A6 A5 DE DZ2 9B DF GE AD DB DC ?)‘i[”z:ch‘))‘ﬂ:ﬂ.gﬁ
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Improve Security — Basic Steps 0

» Do NOT use MDB / MDE files — NOT secure even with password

Password protected MDB BE file Password protected MDB FE file
Field names | FE-PWD.acedb ] FE- PWD.accde 5] FE- PWD.mdb
&) BEmdb Offset(h] 00 01 02 03 04 05 06 07 08 09 0O OB OC 0D OE OF

0o011z00 F5 2C ES 40 00 OO0 Z0 00 54 00 el OO0 62 00 &C 0O
00011310 65 00 31 00O 34 71 84 00 OO 40 O1 3D 00 OO OO OO
O00ZZEEQ OO0 00 FC 04 OO0 OO0 54 00 61 00 62 00 &C 00 &5 00 0ooo0113z0 00 00 19 00 OO0 80 OO0 OO0 OO OO0 OO0 00 OO0 00 FF FE

OD0ZZEFD 31 00 OO 00 36 00 00 00 00 00 00 p0 DD 57 20 D2 1...6. 00011330 4D 53 20 41 63 63 65 73 73 3B 50 57 44 3D 64 69 MS Access:PUD=di
000Z2FO00 FD 1E BF 44 BD D2 92 04 4C C6 18 BF 07 00 00 00  §.:J%07 LE.;.... 00011340 6F 73 64 €1 £C G5 GE 54 00 1 00 62 OO 5C 00 85

Offzet (h) 00 01 02 03 04 05 06 07 O3 09 OA OF 0OC 0D OFE OF

! . nsdale;T.a.b.l.e
D T e oo m on hehe Yﬁ"R&égKI'A‘;' @" 00011350 00 31 00 6B 00 6B 00 6B O 6B 00 6B 00 6B 00 6B . 1.k.k.Wk.k.k.k
00022F30 00 00 OO0 OO0 OO0 OO0 64 8D 02 E6 CF BB 7D 4F &F 62 ...... d..efs}och oooiissh 00 SF 00 3L 0O ZE 00 2C 0O 200 00 OB 00 FF 07 00 . .:...,. ...¥..
00022F40 B2z 4F 2C 78 2C 82 07 00 00 00 DD Fi 98 52 E6 E9  *0,x,,....Th"Reé DOD11370 11 00 O 0D 0D 30 01 00 00 OF 06 00 €z 7C €7 15 .....&8.....-4|G.
00022F50 35 4B B7 55 C4 7¢ 14 94 B4 AC DA D0 00 00 00 00 SE 4| .~ ... .. 00011380 FS 2C ES 40 E6 85 EB 24 FS 2C ES 40 01 11 00 OB 8, 48=.£%5,40....
DO022FS0 ©D 09 53 OO0 75 00 72 00 6E OO0 61 00 6D 00 65 00 ..5.W.C.n.s.m.e. po0113s0 00 00 80 01 00 00 OF 06 00 CB &6 BF 2C FS 2C ES  ..&...... Ef;.d,a
0002ZZF70 00 00 42 00 00 00 00 00 00 00 D& BS 66 CZ 50 CF  .uBuuus... @, thiPT 00011340 40 CB 66 BF 2C F5 2C ES5 40 00 00 20 00 54 00 61 QEf;,&,48.. .T.a
QO0ZZFS0 41 49 A6 90 57 83 4D 80 82 FD 07 00 00 00 DD F1 AT . WfME,v....TH 0oo0113B0 00 62 00 &C 00 65 00 31 00 90 15 84 00 00 40 01 .kh.l.e.1 P
000z2F90 98 52 E6 E9 39 4B B7 85 C4 7C 14 94 B4 AC OA 00 “Rad9E-"Al.*'=.. 00o0113C0 3D 00 00 OO 00 00 00 19 00 00 50 00 00 00 00 00 =......... ...,
OO0ZZFAD OO0 OO0 00 OO0 8D 09 46 00 6F 00 72 00 65 00 6E 00 ...... F.o.r.e.n. 00011300 00 00 00 FF FE 4D 53 20 41 63 63 65 73 73 3B 50 ...¥pbM3 Access:FP
DDDZZFED 61 00 60 00 65 00 OO0 OO 44 00 00 00 00 00 00 00 a.m.2...0....... 000113E0 57 44 3D 64 69 6E 73 64 61 6C 65 3B 54 00 61 00 Wh=dinsdale;T.a.
DODZZFCO 48 DB 66 CE 6E ES 42 41 F 7F 34 5D 35 BO B1 DD HOfindBA..:]15°%% 000113F0 62 00 6C 00 65 00 31 00 6B 00 6B 00 6B OO0 6B 00 hk.l.e.l.k.k.k.k.

.

000ZZFDO 07 00 00 00 DD F1 98 S2 E6 ES 39 4B B7 88 €4 7C  ....TH"Reé9K "k 00011400 6B 00 6B 00 6B 00 5F 00 34 00 2E 00 2C 00 20 00 k.k.k. . .
O00Z2EFED 14 94 B4 AC 04 00 00 00 00 00 8D 03 55 00 65 00 .7 =........ T.e. DOD11410 OB 00 FF O7 00 11 00 39 00 00 00 01 00 00 OF 01 . .¥...-Gueuenn..

ODOZ2FFO 61 00 72 00 47 00 72 00 6F 00 75 00 70 00 00 00 &.r.G.r.0.U.p...
Oooz3000 01 01 AD OF 20 00 00 00 00 00 00 00 01 00 BD OF  c..h svevannns ¥, Passwordprotected MDE FE file

[l R T N Tt R e T e R o T T o T Y R T R e Y e T e T o P T L Lo B ST B e Yo R e o)

] FEmdb ] FEmde [if] FE-PWD.mdb [ FE-PWDimde

Data
Offset (k) 00 O1 02 03 D4 OS5 06 O7 08 09 OA OB OC OD OE OF
i BEmdb 00011550 40 00 00 20 OO0 54 00 61 DD 62 OO0 6C 0O 65 00 31 RB.. .T.a.h.l.e.l
00011560 00 35 BS 84 00 00 40 00 39 00 00 00 0O OO0 00 18 .Spe..0.9.......
Offset (h) 00 01 02 03 04 05 06 07 05 09 OA OB OC OD OE OF 00011570 00 OO0 S0 00 00 00 OO0 OO0 OO0 00 OO0 FF FE 4D 53 20 «.€.ewevrunn FhUS
000ZEFAD 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 vevevnsnsnrnsnss oooi1is5s0 41 63 B3 BS5 73 7F 3B 50 57 44 3D 64 62 6E 73 64 Aocess:PUD=dinsd
OO0ZEFED OO OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 wuwswwnnnsnnnnnns ooo11590 61 eC 65 3B 54 00 61 00 62 0O 6C 00 65 00 31 00 ale:T.a.b,l.e.l.
00O0ZEFCO 00 00 04 00 02 00 00 00 09 00 00 00 FF FE 44 6F  vvuvnvnennns HhJo 00011540 6B 00 6B 00 6B 00 &F OO0 6B 00 6B 00 6B 00 SF 00 k.k.K.K.k.k.k._.
OOOZEFDO GE 65 73 FF FE 41 6E 6E 16 00 11 00 0OA 00 02 00 nesybinn........ O00115E0 3h 00 ZE 00 2C OO0 20 00 OF 00 FF 07 00 11 00 37 :f...s. ooo¥e...7
O0O0ZEFED OF 04 00 01 00 00 00 O7 OO0 00 OO0 FF FE 53 6D 69 vuvevnnnsnn HhSmi 000115C0 00 00 00 01 00 00 OF O1 00 €5 77 3B C8 32 8B EF  .........h;E2¢d
000ZEFFD 74 68 FF FE 42 65 6E 16 00 11 00 0O& 00 02 00 OF thibBEl......... oo0i15D0 40 FD 7D 3B C8 32 SB E3 40 0L 00 02 50 4D 00 53 @) :E2<&0...€M.3
000zZFOOD 04 01 OE OE 2C 00 00 00 OO0 00 00 00 00 00 00 00 vevuyurnsnsnsnss DOD11SED 00 79 00D 73 00 57 OO0 53 00 44 OO0 SO 0O SZ 00 &85 .y.s.W.5.D.P.R.e
AAA?FAYA AR AR AA AN NA AR AA AA AR AA AR AR A? A4 AN A AARE A ETA AR £A AR £4 AR M AR SA AR ST AR ST AR M5 AR 2o P s ko E S B
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Improve Security — Basic Steps -

» Use long, strong password for BE encryption (think Andrex puppy!)

TIME IT TAKES A HACKER TO
BRUTE FORCE YOUR PASSWORD

Number of Numbers
Characters Only

4 Instantly | Instantly

—

; YOUR PASSNORD MUST CONTAIN A LOWERCASE
LETTER. AN UPPERCASE LETTER, AN EGYPTIAN
HIEROGLYPH THE BLOOD OF A VIRGIN, A
UNICORN'S HORN AND THE CLAW OF A MIGHTY
DRAGON"

eam—

| 43myeors | 600myeors | 15 bn years |
|18 9months | 23myeors | _émnyeors | 1001 yeors | 7qd years

= — ]

» Do NOT supply the BE password to end users nor store it in the BE / FE

Colin Riddington endip Data : https://isladogs.co.uk
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Improve Security — Backend (Basic Steps)

> Backend ACCDB file:

/

** Hide all tables — can ‘deep hide’ so NEVER appear in navigation pane

/

** Hide navigation pane
*»* Disable various Access options e.g.
o Display Status Bar / Use Access special keys

o Allow full menus / Allow default shortcut menus
»* Remove Privacy Options from the File menu (OR hide the ribbon)
» Use strong password for BE encryption

»* No purpose in using ACCDE if it only contains tables

» Use Server based BE e.g. SQL Server for mission critical data

12
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V V V

Improve Security — Frontend (Basic Steps)

Do all steps as for BE:

/

+* disable various options / no ribbon / no nav pane / disable shift bypass
ALWAYS use ACCDE file (possibly renamed as ACCDR)

Use different encryption password to BE

Can apply VBA project password

/

** Easily bypassed —do NOT rely on VBA password alone

User login / password (e.g. for applying security access levels)
» Use Active Directory if possible

» If user passwords stored in DB, strongly encrypt / hash (e.g. SHA 256)
=  https://emn178.github.io/online-tools/sha256.html

» NEVER store encryption ciphers or decryption code in the DB

13
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Improve Security —= WARNING

» Knowledgeable users can do ALL the following (and more) from an
external app such as Excel / another Access database

‘ .
** Re-enable the shift bypass
‘ . . . . . .
** View BE table locations & connection strings including passwords
5 grylinkedTables - O x
Connect - Database - Name = Type - Flags
hext; C:\Programs\MendipDataSystems\SDALin SIMs_Classes & 10485760
MS Access;PWD=xyz; G:\MyFiles\ExampleDatabases\Security\F tbiTest & 2097152
MS Access;PWD=dinsdale; G:\Programs\MendipDataSystems\Comm StudentDBCho & 2097152
DRIVER=SQL Server;SERVER=.\SQLEXPRESS;UID=SP5user;PWD=5PSpassword;APP=5ch tblPaymentAct 4 537919483
DRIVER=SOL Server;SERVER=\SQLEXPRESS;Trusted_Connection=Yes;APP=SchoolData ArchivedClasse 4 1048576
G:\MyFiles\ExampleDatabases\Sql2vba\s usysReginfo & 2097152
C:\Programs\MendipDataSystems\SPS\SF tblTableLinks & 2097152
Record: 4 < 1of7 | b M N Search
<

»* Remove / replace BE passwords
** Bypass the VBA password

% Change / bypass the startup form and/or autoexec macro

Colin Riddington endip Data : https://isladogs.co.uk
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Improve Security — VBE

» Functions, constants & procedures ARE accessible in encrypted ACCDE

» Read function names / arguments from VBE

| AccessErrorCodes AR | _&| 7
I V| # v

Members of 'modFunctions’
strProc

n i |=® GetCopyright
«# modNavPaneTaskbar |- GetProgramName
w2 modResizeForm =% GetVersion
«% modRibbon = GetVersionDate
« modUtilityCode = GetWebsite
T tDisplay
0 tRect
o tWindow

Function FormattedMsgBox({Frompt As String, [Buttons As VbMsgBox Style = vbOKOnNIy], [title As String = ™), [HelpFile], [Contex(]) As VbMsgBoxResult
Member of AccessErrorCodes modFunctions

/

** Run procedures from immediate pane

Immediate

FormattedMsgBox "Hello world" & "@Goodbye security!@", wvbCritical, "Test Msg" Tt M
est Msg

@ Hello world

Goodbye security!

Colin Riddington endip Data : https://isladogs.co.uk
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Improve Security — Further Options

» Code sign project so it is ALWAYS trusted. Ensure Trusted Publisher (DEMO)
Prevent users having direct access to the folders containing BE files

Y V

Obfuscate module / procedure names in FE (even when encrypted)
OR (better) use Option Private Module to make code fully secure in an ACCDE

| (General)

bption Compare Database |
Option Explicit PS—

. . Earci esulls
Option Private Module - —

aaaaaaaaa

» Add selected registry keys / values during installation
Check values at startup. If changed / removed, FE closes automatically
» Use activation type code to lock the app to a specific workstation
» Hide taskbar whilst app in use (restore it when app closed)
» Encrypt data using reversible 128-bit encryption e.g. RC4

16

Colin Riddington endip Data : https://isladogs.co.uk



https://isladogs.co.uk/
https://isladogs.co.uk/
SelfCert

Secure Your Database - BEFORE o

Full menus / nav pane / ribbon / Access options

[l [% ~  Secure Your Database DEMO

File Home  Create  External Data  Database Tools Help  Version Control 2 Tell me what you want to do

All Access ..@ <

Tables A UNLOCKED Secure Your Database DEMO [ auit |

| = tblDummy |
£ tblHidden Main ] Tables ] Modules ]
= thlSettings
Queries ~ This application has been created in response to several forum questions about ways of securing
Access databases. Itis intended to show Access databases can be made as secure as possible whilst
ﬁ qryTableTypes ) ; ) _ .
still allowing full functionality to authorised users.
Forms ~
==| Form1l All the code required is included in this application
=8| frmStart . . R B . .
The VBA project has been code signed. If you change the code, the signature will be invalidated
Reports A
@ rptObjectlist Click on the Tables or Modules tabs for more details and to view database objects
Macros ~ See IMPORTANT note below
2 Autoexex
L= ~ It is RECOMMENDED that you try out the different methods on BACKUP copies of this application
4%  modFunctions Please read the supplied help file for detailed information
&  modMNavPaneTaskbar
<& modRibbon Colin Riddington Mendip Data Systems April 2023
&2 modSecurity
&%  modShowHide

IMPORTANT: This is for DEMONSTRATION purposes ONLY
End users should NEVER be able to view database objects such as tables, queries & modules.
All interaction should be done using forms

UNLOCKED Secure Your Database DEMO Version 1.6 29/04/2023 Mendip Data Systems 2005-2023

Form View N

Colin Riddington endip Data <

File (Backstage) menu

¥  Secure Your Database DEMO

©

ﬂ (R) Home

DNew

= Open

@ Info
Save
Pj Save As

Iﬂ] Print

Close

R Account

Options

More...

@ DBAnalyzerPro_vd....

@ DBAnalyzerPra_vd....

Quick Access Toolbar (QAT)

ecure Your Database DEMO

Email
Cuick Print

~" Print Preview
Spelling
Undo
Redo
Mode
Refresh All
Sync All
Touch/Mouse Mode
More Commands...
Show Below the Ribbon

Hide Quick Access Toolbar

Unlocked & Signed  Open from Explorer

https://isladogs.co.uk
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Empty Backstage menu

Secure Your Database DEMO

©

Secure Your Database - AFTER 18

QAT disabled

Secure Your Database DEMO

Customise Quick Access Toolbar

Show Below the Ribbon

Hide Quick Access Toolbar

Locked down — no ribbon / nav pane / shift bypass disabled

u Secure Your Database DEMO

Empty File menu; no QAT

Secure Your Database DEMO

Main l Tables l Modules l

This application has been created in response to several forum questions about ways of securing
Access databases. Itis intended to show Access databases can be made as secure as possible whilst
still allowing full functionality to authorised users.

All the code required is included in this application

The VBA project has been code signed. If you change the code, the signature will be invalidated

Click on the Tables or Modules tabs for more details and to view database objects
See IMPORTANT note below

It is RECOMMENDED that you try out the different methods on BACKUP copies of this application
Please read the supplied help file for detailed information

Colin Riddington Mendip Data Systems April 2023

IMPORTANT: This DEMO application has restrictions
End users cannot view database objects such as tables, queries 8& modules.
All interaction should be done using forms

Secure Your Database DEM©O Version 1.6 29/04/2023 Mendip Data Systems 2005-2023

Locked; no ribbon

> https://www.isladogs.co.uk/improve-security-2/
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Security Challenges

19

» Access databases are only as secure as the weakest aspect r N YONKER
of their security

A\

Think like a hacker to protect your apps

» Test your security knowledge and hacking skills with a i §
series of ‘fun’ challenges

Crervrd;

A\

https://www.isladogs.co.uk/security-challenges/

“They rubbed my tummy, chief—I told them everything.”

» All challenges are solvable (but some will be tricky!)

Colin Riddington endip Data : https://isladogs.co.uk
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Encrypt No Strings Database

Backend Table Data View Report l

ID

LastName ‘Hundley ‘

FirstMame ‘Theodore ‘

Title

Gender

Company ‘Jaxworks ‘

EMail ‘thundleyﬂ-@angelfire.com ‘
Add New

Total Records Search | - | &

IMPORTANT: It is IMPOSSIBLE to prevent screenshots being taken outside the application.
Do NOT allow users to view/search all records in a form if using this approach with
sensitive data In a real life application.

Mendip Data Systems 2005-2025

Encrypt No Strings DEMO Version 5.52 07/09/2025

> https://isladogs.co.uk/encrypted-split-no-strings/
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EncryptNoStrings/FEX552.accdb
EncryptNoStrings

Encrypt No Strings Database

Split database with:

** ACCDE FE and ACCDB BE (both password encrypted)
*** No linked tables

*¢* No connection strings

\/

** Data protected using an RC4 encryption cipher and hashed

Challenge:
** What is the BE password?
** What is the encryption key?

/

** Export the BE data to an external application such as Excel
Reward (for the first VBA solution):

/

** Free licence for my Database Analyzer Pro app (worth £199)
https://isladogs.co.uk/encrypted-split-no-strings/
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What else?

» What did | leave out? (due to time constraints)
s Limit impact if shift bypass re-enabled
+** Block external access using automation (GetObiject)
** VBA Project signing / Command Line Signing / Timestamp / Certificate Store
+** Trusted location / Trusted Publisher
** Compare encryption methods e.g. SHA1, SHA256, RC4
+** Using disconnected ADO recordsets (forms only)
* Apply security using database properties in code
» Block imported autoexec macro / UserControl setting
» Hide Sensitive Data / Protect Data in Tables and Queries
* Lock Down Database Objects
** Bypass VBA password

> Questions?

L)

o0

&

L)

L)

L)

o0

&

L)

)

&

L)

)

&
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Links

> Website articles:
** Compare Access File Security : MDB/MDE vs ACCDB/ACCDE

L)

e

*

Improve Security in Access Databases

e

*

Purpose of System Tables

/
0’0

Security Challenges
Adding Security to Access Databases - A Wish List
Using the new VBA Project Signing feature

e

*

e

*

e

*

Linked Table Passwords Exposed

e

*

Maximum Password Length in Access Files

e

*

Manage the Shift Bypass Property
Disable Design View in ACCDB Files
Hide Sensitive Data

\/
’0

L)

\/
’0

L)

\/
’0

L)

Protect Data in Tables and Queries

\/
’0

L)

Lock Down Database Objects

23
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